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AN INCREASING AND
LONG-TERM THREAT

T IS COMMON KNOWLEDGE that compared to nuclear and
Ichemical weapons, biological weapons are much less
expensive to produce and use. It costs about $1 million to
kill one person with a nuclear weapon, about $1,000 to kill
one person with a chemical weapon, and about $1 to kill
one person with a biological weapon. The low cost and
minimal infrastructure needed to carry out bioattacks sug-
gest that current and future terrorists will pursue this route.

The world has witnessed dictators such as Saddam
Hussein with biological weapons of mass destruction,
and terrorist networks such as al Qaeda that call for jihad
and waging asymmetric warfare. To this day, we do not
know whether the perpetrator of the post-9/11 anthrax
letter attack was an organized “bio bin Ladin” or a lone
“bio Kaczynski” but either seems plausible. Because of
extensive media coverage, however, we do know that the
leaders of rogue nations and terrorist networks see bio-
logical attacks in more threatening ways. Conceivably,
the post-9/11 anthrax letters may have represented a
“test” that surpassed all expectations: It revealed that
small bioattacks can overwhelm the public health system
and induce ripple effects with enormous social and eco-
nomic consequences. Worse yet, with current bioagent
tracing capabilities, the risk of attribution appears to be
small to nil.

Intelligence reports that have been released to the public
indicate that nations like Iraq and North Korea possess
smallpox and, in all likelihood, in readily spreadable (i.e.,
weaponized) forms.! A few plastic bags of powdered
smallpox are easy to conceal and transport and, if re-
leased, would be capable of starting major epidemics that

kill vast numbers of people. In the hands of rogue nations
or terrorist networks, such materials constitute one of the
ultimate weapons of mass destruction and/or instruments
of biological blackmail 2

As a result, the United States is vaccinating military
personnel serving in the Middle East and first responders
at home against smallpox. The U.S. Congress is also allo-
cating unprecedented sums of money for bioterrorism-re-
lated research, and the new Department of Homeland Se-
curity is mobilizing government agencies to work
together. As a nation, we are awakening to the “biologi-
cal genie” and struggling to put it back in the bottle. As
we reshape our postures and defenses, new programs that
increase our overall security must begin.

The above remarks point to a few inescapable facts.
Biological weapons and bioterrorism pose a significant
threat to homeland and national security. The threat
comes from rogue nations, international terrorist net-
works, and less sophisticated but still dangerous domes-
tic groups and persons. The primary issue is that the
United States must now devise a strategic plan to pre-
vent, deter, and respond to the long-term threats. The
plan must take advantage of our best scientific and tech-
nical know-how and support public health, homeland se-
curity, and national security efforts.

So far, our efforts have focused on improving the care
of potential biological victims. Across the country, they
involve getting our neglected public health infrastructure,
emergency medical services, hospitals, and doctors better
prepared for man-made events and natural infectious dis-
ease outbreaks. At the same time, however, we must also
build new capabilities that can prevent and deter bioat-
tacks and, in case of crisis, help us to save lives. How
would these capabilities take shape?
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A NEW VISION FOR BIODEFENSE
LABORATORIES

A necessary foundationis a high-throughputinfectious
disease laboratory and information processing system
that relates the molecular fingerprints of bioagents to
their sources worldwide. The new system could be easily
assembled from existing science and technology in the
academic, industrial, and governmental sectors. The pro-
gram would bring together and integrate various key dis-
ciplines, interests, and expertise to deal with the threat of
bioterrorism in the most effective ways possible.

The high-throughput laboratory and database system
would provide comprehensive analyses of bioagents im-
mediately after attacks. In a time of crisis, it would offer
much needed surge capacity to the network of public
health laboratories operating throughout the country.
Such frontline and back-up capacities would help to save
lives by expediting effective remedies and therapies. At
the same time, the system would provide swift and accu-
rate identification and attribution for effective action. It
would also provide the technological foundation to de-
velop robust national policies to take appropriate actions
against enemies of the United States who use or might
use biological weapons. Because microbial forensics can
determine the origin of bioagents with a high degree of
certainty, the laboratory system would have a potential
role in counterterrorism and nonproliferation that can be
summed up as: virtually assured detection, attribution,
and response (VADAR).3

The fully operational system would be capable of han-
dling both bacterial and viral agents. Its flexible design
would make it easy to augment with new and cost-effec-
tive technologies as they become available as well as
other technologies that provide more highly discriminat-
ing tests. The highly accurate analysis of samples would
be accomplished by integrating molecular biology, labo-
ratory automation and robotics, and informatics capabili-
ties into one system.

An extensive collection of samples would be achieved
through concerted worldwide effort. The system would
also work in conjunction with outbreak investigations
and syndromic surveillance efforts. The operating system
for the high-throughput laboratory would enable secure
access worldwide, allow tests to be carried out in a flexi-
ble manner, schedule and perform numerous tests on a
routine basis, and deposit test results into bioagent data-
bases. The information in these databases would be orga-
nized in ways that facilitate detailed analyses of bio-
agents, association of fingerprints of one sample with
another, and enhanced discovery of new and important
distinguishing biological characteristics.

The overall program would produce new technical ca-
pabilities through a national and integrated R&D strategy
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that will better detect, identify, locate, frustrate, disrupt,
and defeat the production and use of biological weapons
agents. Such capabilities would operate continuously,
provide real-time information, and serve as a biodefense
sentinel.

FOUNDATIONS

The plan to build a new kind of high-throughputlabo-
ratory against bioattacks and bioterrorism was first pub-
lished in 1998.% An editorial in the same journal called at-
tention to the plan’s importance and called for action.’
The system would permit scientists to connect to the
high-throughput laboratory by way of the Internet or se-
cure intranets. A set of process control tools would then
be used to program and manage all the necessary steps,
such as the design of tests, documentation of samples,
submission of samples, analysis of data, and assignment
of data access privileges.® Altogether, the system would
permit scientists to use the high-throughputlaboratory in
the same ways that they might use hundreds of skilled
technicians. Yet the data would have far fewer errors
than is possible with technicians and would also be
purely digital and, therefore, easy to retrieve and manipu-
late by computers.

The initial interest led to a meeting sponsored in part by
the Institute of Medicine and the National Academy of En-
gineering in 1999. As discussed during the meeting and
presented in the book Firepower in the Lab, all the essen-
tial science and technology are available to build a high-
throughput laboratory against man-made and naturally oc-
curring infectious disease threats.” Before September 11,
these foundations helped to shape scientific thinking, but
after it they galvanized a broader consensus.

In December 2001, the National Academies estab-
lished the Science and Technology for Countering Ter-
rorism committee to help the United States develop a sci-
ence and technology program plan and research strategy
for combating terrorism. The committee’s first task was
to characterize the range of threats to the nation’s secu-
rity by targets, weapons, and delivery systems, and the
possible points of intervention. The committee’s second
task was to develop research agendas in seven areas, in-
cluding biological threats.

In June 2002, the committee published its comprehen-
sive report, Making the Nation Safer: The Role of Science
and Technology in Countering Terrorism, and also deliv-
ered it to the United States Congress and Office of the
President. The report offers many far-reaching recom-
mendations, including ones to build a high-throughput
laboratory and information processing system against
bioterrorism and to develop and coordinate bioterrorism
forensics capabilities?



HIGH-THROUGHPUT LABORATORIES

AVAILABLE CAPABILITIES, TESTS,
AND THEIR APPLICATIONS

The Centers for Disease Control and Prevention (CDC)
and the Association of Public Health Laboratories have
joined forces to build the nationwide Laboratory Re-
sponse Network. The members of this network consist of
state- and county-based public health laboratories that
work together on a three-tier hierarchy. Such organiza-
tion enables the country to maintain a large number of
low-level containment and diagnostic laboratories that
can feed progressively into a smaller number of medium-
and high-level ones with greater testing capabilities.’

During the 2001 anthrax letter attacks, the Laboratory
Response Network was called on to process more than
100,000 samples over a one-year period, which signifi-
cantly challenged its overall capacity. In spite of subse-
quent and significant investments to enhance it, the over-
all network still has limited surge capacity and is not
digitally interconnected to any great extent. As a result,
various laboratories function more like individual nodes
within the network and, in the event of a larger or more dis-
tributed bioterrorist attack, could be easily overwhelmed by
hundreds of thousands of samples. Moreover, the network
is geared to bioagent identification and clinical diagnosis
rather than microbial forensics.’

Another network being established at key sites and ma-
jor cities throughout the country makes use of high-vol-
ume air collection and concentration stations. The filter
paper samples taken from these various stations are then
analyzed for the presence of bioagents at regular intervals
of time, with the hope that a positive test could offer
early warning that a bioattack has occurred. Such “detect
to warn” and “detect to treat” capabilities help to comple-
ment the existing Laboratory Response Network and are
an innovative part of our homeland security strategy.®
Even large collections of such samplers, however, can
monitor limited geographic areas only and, like the kinds
of equipment mentioned next, are not intended for the
comprehensive analyses of bioagents.

Portable and rapid testing equipment are also available,
although they are limited for the detection of bioagents
and do not adequately meet current biosecurity needs.
The equipment produces positive/negative test results
and works by amplifying and detecting a small number of
genes that are always present in certain bioagents. Such
technologies have several limitations: Each is designed
to perform only one type of test, and each piece of equip-
ment can process only a few dozen samples every few
hours in the field. In addition, such technologies cannot
produce the kinds of exact and complete data that are
needed to differentiate one bioagent strain from another
and cannot lead to the large volumes of data that are
needed to track samples and attribute sources.!”
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The complete analysis of bioagents requires the types
of laboratory procedures outlined below; each produces
valuable information.

Growing bioagents and testing their proteins and en-
zymes is needed for:

* determining susceptibility and resistance to drugs and
vaccines

* seeking new ways to overcome resistance

* detecting signs of deliberate biological engineering

Sequencing bioagent genes is needed for:

* tracking specific agents and isolates
* attributing specific agents and isolates to their sources
* detecting signs of deliberate biological engineering

Archiving bioagent samples in long-term frozen stor-
age is needed for:

* repeating tests at a later time

 performing new tests as they become available

» providing samples to other laboratories for indepen-
dent analysis

* maintaining physical custody and evidence

The above laboratory procedures are repetitive, labor in-
tensive, and well suited to high-throughput automation.
At present, the largest users of such laboratory automa-
tion, precision robotics, and control technologies are
biotech companies and large pharmaceutical firms. Their
high-throughput screening and drug discovery laborato-
ries can routinely perform a hundred thousand to a mil-
lion tests per day. Such commercial technologies can also
be incorporated into a high-throughputlaboratory and in-
formation processing system against bioagents. In com-
bination with the process control tools referred to above,
commercial technologies provide the blueprint and build-
ing blocks for a biodefense sentinel.*>

MICROBIAL FORENSICS

Humans have unique genetic features, which makes it
possible for DNA to be used as molecular fingerprints
and evidence. However, the ultimate value of such infor-
mation depends on the ability to compare an individual
DNA sample against many others.!® The same powerful
approach also applies to bioagent forensics.

Bacteria such as Bacillus anthracis (anthrax) possess
hundreds to thousands of sites, or hot spots, where their
DNA exhibits variations.!"'? The overall pattern and fre-
quency of such variations can be used to differentiate one
strain from another, distinguish one sample from another,
and measure the relatedness of one sample to another. A
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smaller number of variations between two samples is in-
dicative of closer relations. Also, like human DNA, the
analysis of more variable sites in anthrax DNA leads to
more reliable fingerprints and evidence. At present,
enough data exist to conclude that most if not all bio-
agents (bacteria and viruses) can be uniquely identified
by genetic analyses, with one cautionary point to keep in
mind. Certain bioagents have faster mutation rates than
others and thereby exhibit a greater range of genetic
variations, which makes them more amenable to tracing
their origins. But even for bioagents with slowly mutat-
ing or monotonous genomes, the overall concept of dis-
tinguishing one sample from another still applies.

The next logical step is to build a comprehensive molec-
ular fingerprint database of the most threatening bioagents
and to use such information to track samples and attribute
sources. Conceivably, such a database could grow to in-
clude 100,000 to 1 million samples analyzed over time.
The only feasible way to achieve this goal is to build a
high-throughput laboratory that takes advantage of au-
tomation, precision robotics, and control technologies.
Such capabilities would eliminate the errors introduced
by human technicians and make it feasible to perform
every essential test on every sample. With this in mind,
the utility of a high-throughput laboratory and database
against bioagents is outlined below.

The high-throughput laboratory and database is
needed for:

* saving lives and expediting recovery operations in re-
sponse to attacks

* linking bioagent samples and sources efficiently

* testing all known variable sites in bioagents

* testing samples repeatedly for cell-to-cell or fre-
quency-based signatures

* attributing bioagent sources through a combination of
methods

* inferring bioagent histories through a combination of
methods

In 1992, the Australia Group identified nearly 100 bacteria,
viruses, fungi, and toxins against people, animals, and
plants with potentials for weaponization. To date, however,
fewer than 20 infectious agents have been used to produce
biological weapons.!? A realistic goal would therefore be to
fingerprint and catalog this “low hanging fruit.” From a
technical, economic, and political standpoint, the net result
would be to increase the likelihood of attribution.'*

DEMONSTRATION FACILITY

A demonstration facility housing a flexible and com-
puterized control system, automated and robotic sample
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preparation and sequencing system, and information pro-
cessing system could be built within a year. Following
this engineering and integration phase, its capabilities
could be demonstrated on a DNA-based bacterial patho-
gen and RNA-based viral pathogen over a second year.
The effort would require a team of ten scientists and tech-
nicians and cost about $7.5 million over two years, with
$4 million allocated for personnel, $2 million for system
equipment, and $1.5 million for reagents and supplies.

The sequencing of DNA-based bacteria and RNA-based
viruses by the same system would demonstrate its overall
flexibility. Bacillus anthracis would be a logical choice
because of its recognized potential for bioterrorism and
because hundreds to thousands of sites within the anthrax
genome are thought to exhibit natural and inherent varia-
tions.!12 Moreover, the frequency of these variations under
various growth conditions and their associations to one an-
other still require further detailed examination. Influenza
virus would be another logical choice for several reasons.
Like many biothreat viruses, such as Ebola and Marburg
hemorrhagic fevers, influenza viruses have RNA genomes
that vary. Influenza is an infectious disease that profoundly
affects human health and agriculture—a rapidly emerging
pandemic could kill millions—and archives with thousands
of samples are available for use.

The demonstration facility would be capable of finger-
printing all known variable sites in anthrax as well as se-
quencing all eight gene segments in influenza. The auto-
mated and robotic laboratory system would work with
inactivated bioagent samples, thereby avoiding the need
for a specialized containment space. This procedure
would greatly speed work and reduce costs. In the event
of an anthrax attack or influenza pandemic, however, the
system could switch to working with active samples.

The computerized control system would allow secure
access to the laboratory by way of the Internet, enable
procedures to be designed in a flexible and programma-
ble manner, schedule and perform numerous procedures
on a routine basis, and deposit the results into a database.
The control system’s design would be based on the de-
sign referred to above and take advantage of interface
standards, which make it possible to use new technolo-
gies as they become available (see sidebar).

The automated and robotic sequencing system would
be built on commercially available technologies. It would
consist of modules that input samples and supplies, move
them from place to place, prepare samples for sequenc-
ing, and sequence them by several different procedures.
This architecture will increase sample throughput and
also enable the system to serve as its own laboratory stan-
dard by generating comparable data different ways.

The information processing system would be built on
commercially available database technologies. As shown
in Figure 1, it would be capable of storing information
with various levels of security.
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utes for such a network.

Attributes of a High-Throughput Laboratory

A high-throughputlaboratory and database network could play a critical role in preventing, deterring, and re-
sponding to acts of bioterrorism. It could facilitate efforts taking place in public health, agricultural, emergency
response, law enforcement, intelligence, and national security communities. Below is a summary of the attrib-

* High-throughputautomated laboratories should be capable of performing 10,000 to 100,000 or more tests per
day. Compared to manual laboratories, they should offer 100 to 1,000-fold improvements in sample process-
ing speeds and volumes.

High-throughput automated laboratories should be capable of operating 24 hours per day and 7 days per
week. To do this, they must manage a continuous flow of supplies and samples and maintain quality controls
on a daily basis.

High-throughput laboratories should offer remote access and convenient means to submit samples from any
geographic location. To do this, they must offer tools that work in conjunction with the Internet or secure in-
tranets.

High-throughput laboratories should support chain of custody procedures for law enforcement, homeland se-
curity, and national security efforts. For legally defensible and accurate attribution, the chain must be main-
tained from sampling integrity to data security.

High-throughput laboratories should enable interconnectivity with other high-throughputlaboratories. To do
this, they should utilize a standard interface and operating system that leads to a national virtual capacity.

High-throughput laboratories should adhere to a set of standards and specifications. The various ones relate
to: labware, calibrations, communications, data structures, testing protocols, and data manipulation tools.

High-throughputlaboratories should be designed to incorporate technical improvements over time. Much like
personal computers, they can be based on plug-and-play and modular architectures that facilitate upgrades in

software and hardware.

A FEW NETWORKED FACILITIES

Successful operation of the above-described demon-
stration facility would enable the creation of a small but
powerful network of high-throughput laboratories at key
sites throughout the country. The location of these sites
could relate to the bioagents they are approved to handle
as well as other considerations mentioned below.

The CDC in Atlanta is the only institution in the coun-
try that can handle active variola virus (smallpox). As a
result, a high-throughput laboratory at the CDC could
play a vital public health role for a variety of reasons, but
one stands out in particular. Smallpox was eradicated at
the beginning of the molecular biology era, and, as a re-
sult, medical researchers have limited knowledge of vari-
ola’s genetic variations and their role in transmissibility
and virulence.'® In 2001, a stunning scientific paper re-
vealed that a bioengineered form of ectromelia virus or
mousepox—a close relative of smallpox—was vaccine-
resistant and more lethal in mice than the nonengineered
form. The paper showed that inserting the interleukin-4
gene into mousepox was sufficient to confer these en-

hancements.!” At present, it is unknown whether a simi-
lar interleukin-4 insertion in smallpox would confer vac-
cine resistance and greater lethality in humans, but these
issues are a cause for real concern.

In the event of a smallpox outbreak, the nation’s top
public health advisors would want to rule out any possi-
bilities of bioengineered virus and, consequently, would
need to know the complete genetic makeup of the out-
break virus. To implement an optimal emergency re-
sponse plan, they would need to have such detailed
analyses overnight. A high-throughputlaboratory operat-
ing at the CDC would offer the only realistic means to
obtain such critical information.

After smallpox, the most threatening bioterrorist
agents against people include Bacillus anthracis (an-
thrax), Francisella tularensis (tularemia), and Yesinia
pestis (plague). The most threatening bioagents against
food-producing animals include a short list of viruses,
most notably foot-and-mouth disease virus. A strong
argument could therefore be made to establish high-
throughput laboratories at a small number of universities
and government laboratories that currently conduct re-
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Samples
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FIG. 1. High-throughput laboratories would be capable of generating three categories of information: open, closed, and com-
partmentalized. The figure summarizes some of the potential applications and users of each category of information.

search and microbial forensics on the above weaponiz-
able bioagents.

The National Research Council has recognized the
need for accelerating research on microbial forensics and
recommended the establishment of a national program on
bioforensics analysis® A network of five high-through-
put laboratories and databases would help to fulfill these
needs and recommendations at an estimated cost of $75
million over 5 years. As outlined in the sidebar, the net-
worked facilities would be built on the same principles
and computerized control system as the demonstration
one, leading to lower implementation costs and opera-

tional compatibility between sites. Instead of one auto-
mated and robotic laboratory system, however, various
sites could house different kinds, including those that
grow bioagents, test their proteins and enzymes, se-
quence variable sites and genes, and archive samples as
outlined above.

LONG-TERM VALUE

New federal laws have been enacted that call for more
safeguards, record keeping, and personnel checks at in-
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stitutions that handle select bioagents.!® In our quest to
strengthen biosecurity, however, more time and money
may be spent on adhering to new rules rather than on un-
dertaking medical and scientific research. Clearly, we
need to strike a balance between strengthening biosecu-
rity and facilitating research on select bioagents. Here is
where high-throughput laboratory and database systems
could contribute: Forensic security can ease the burdens
of physical security.

Some in the scientific community have begun to recog-
nize that working with select bioagents is a privilege. In
the future, researchers may be required periodically to
submit samples of bioagents they are studying for high-
throughput fingerprinting. The practice would automati-
cally maintain a list of institutions and investigators who
handle select bioagents and an up-to-date forensic data-
base on them. If bioagents from a legitimate institution
were ever used in a biological attack, we could uncover
this quickly.

What about the rogue states, terrorist networks, and
domestic terrorists who may have access to other sources
of bioagents? In such cases, federal law enforcement and
national security agencies have begun to assume a more
proactive role. The shift in emphasis has required ex-
panded efforts to monitor suspicious persons within our
borders and expanded human intelligence operations
abroad. As bioagent samples are collected through such
means, the high-throughput laboratory would offer real-
time microbial forensics for better biosecurity."

Such combined efforts would enhance homeland and
national security by:

* improving the means to prevent, deter, and react to
bioattacks by rogue nations, terrorist networks, and do-
mestic terrorists;

» producing databases that strengthen criminal investiga-
tions and prosecution efforts for the law enforcement
community;

 providing rapid and complete information on bioat-
tacks and thereby saving lives by expediting effective
remedies and therapies;

* producing databases that are useful for developing new
vaccines and drugs;

* effecting legally and politically defensible capabilities
to collect, analyze, interpret, and preserve evidence
against illicit biological programs and events; and

* helping to ensure the safety and readiness of troops sta-
tioned throughout the world.

The United States has plans for other complex and
evolving threats. For example, it seeks to limit the prolif-
eration of ballistic missile technology by gathering intel-
ligence information, enacting export laws, and focusing
diplomatic pressure. Nevertheless, if an enemy ever fired
amissile at the United States, we would immediately pin-
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point its origin with our “eyes in the sky” and act with
guaranteed force. That is prevention, deterrence, and re-
sponse rolled into one. The United States must now have
the same sort of capability against bioterrorism. In terms
of investment, every dollar spent on the high-throughput
laboratory and database system will save much more.
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